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Configuration of G DATA MailSecurity on a Microsoft Exchange Server 2007
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1.) Prior to installation
Before installing please check that:

- the Data Execution Prevention feature (under Windows Server 2003/2008 and Windows XP SP2:
Control panel -> System -> Advanced -> Performance Settings -> Data Execution Prevention) is
only enabled for necessary Windows programs and services.

- no previously installed virus protection programs remain in the system registry or system folder
on the hard disk (use cleaning tools if necessary).

- allimportant Windows updates and in particular all available service packs have been installed
correctly (Windows XP SP3, Windows Server 2003 SP2, Windows Vista SP1).

- the contents of all system TEMP folders have been deleted.

- thelocal port protection for SMTP, IMAP and POP3 of the G DATA AntiVirus Client is deactivated,
if the client is installed.

2.) Installation

Always make sure you install the latest program version. The appropriate setup is available either
on request from our Business Support (mailto:business-support@gdata.de) or directly as a
download link in our partner web: http://partnerweb.gdata.de/

Also make sure that no previously installed antivirus software remains on the systems in question.
Always use the cleaning tools offered by the relevant suppliers.


mailto:business-support@gdata.de
http://partnerweb.gdata.de/
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3.) Exchange 2007 configuration

a ) Sending e-mails via SMTP

First you have to change the Smarthost address into the local IP address.

Note: Never use the syntax localhost or 127.0.0.1, but always the local IP address of the server.

= Organization Configuration
= Hub Transport

= Send Connectors (Properties)

Tab , General”

SMTP-Connector Properties

General |P-.ddress Space I Metworlk I Source SEnrerI

% IS[--'ITF‘-C:::nne::t::ur

Connector status:  Enabled
Modified: Maontag, 10. Movember 2008 171717

Protocaol logging lewvel:

I Maone hd I

Specify the FADM this connector will provide in respanse ta HELO or EHLO:

(Bxample:mail .contogo.com)

¥ Maximum message size (KE):

QK I Cancel Apply

Help
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Tab ,Network”

SMTP-Connector Properties X|

Genersl I Address Space  Metwork |Snun::e SEF‘U'EFI

Select how to send mail with this connectar:
" Use domain name system (DNS) "MX" reconds to route mail automatically

™| Engble Domain Secunty (Mutual Auth TILS)
¥ FRoute mail through the following smart hosts:

BaAdd... 7 Edit.. XK

Smart host -

[192.168.1.2]

Smart host authentication:
Mone Change... |

[T Usethe Edemal DNS Lookup settings on the transport server

QK I Cancel Spply Help

Note: 192.168. 1.2 is localhost (127.0.0.1)

Restart the Exchange services!

Keep in mind:
Otherwise the settings will not be adopted.



Well up on G DATA business solutions

It would be advisable to change outgoing SMTP port from 25 to 7025 for example.
Use the Exchange Management Shell.

Open the Exchange Management Shell and type following command:

Set-SendConnector -Identity "SENDCONNECTORNAME" -port 7025

[z Machine: 2008ENT64MK | Scope: MK2008.DE

[PS]1 C:x>Set—SendConnector —Identity “"SMTP—Connector' —port 7H25
[PS1 Gz~

Check modification with the command:

Get-SendConnector -Identity "SENDCONNECTORNAME" | fl

[z Machine: 200BENT64MK | Scope: MK2008.DE

[PS] C:x>Get—SendConnector —Identity “"SMTP-Connector™ 1 f1

AddressSpaces {SMTP:=;13
AuthenticationCredential
Comment

ConnectedDomains
ConnectionlnactivityTimeQut
DMSRoutingEnabled
DomainSecureEnabhled
Enahled

ForceHELO

{3
BE:108:88
False
False
True
False

Microsoft MIA
2008 ENT 64MK
SMIP-Connector
False

False

True

16MB
SMIP-Connector
7825

Mone

Falsze

Mone
{[192.168.1.21>
[192.168.1.21
A.8.8.8
Exchange Routing Group (DUBGZMFDA1QNBJR>
§2?EBENT64HH}
alse

HomeMtaServerld
Identity
IgnoreSTARTTLS
IsScopedConnector
I=8mtpConnector
LinkedReceiveConnector
MaxMezsageSize

Mame

Port
ProtocolLoggingLevel
RequireTLE
SmartHostAuthMechanism
SmartHosts
SmartHostsString
Source  PAddress
SourceRoutingGroup
SourcelransportServers
UseExternal DNEServersEnabled

[PS1 C:vD_
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b ) Receiving e-mails via SMTP

You have to change the SMTP port for receiving e-mails from 25 to (for example) 8025.

=  Server Configuration
=  Hub Transport

=  Receiving Connector (Properties)

Tab ,Network”

Recewvingconnector Properties 5[

Gerersl  Metwork |.ﬁ.|.rthenti|:ation I Pemission Groups |

|lze these local IE addresses to receive mail:
g Add... 7 Edit. XK
Local IP address(es) Fort

132.168.1.2 3025

Receive mail from remote servers that have these |F addresses:
g Add... ~ 7 Edit..
Femote |F addressies)

0.0.0.0-255.255 285 2RE

QK I Cancel Apply Help

Note: 192.168. 1.2 is localhost (127.0.0.1)




Well up on G DATA business solutions

Tab ,,Authentication”

Recewvingconnector Properties

™| Enzble Domain aecurity (Motusl Aot TLES)

[T Cffer Basic authentication onh atter starting) Tk

.'.' I
Apply
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Tab ,Permission Groups”

Receivingconnector Properties El

General | Network | Authentication Pemnission Groups |

Specify who is allowed to connect to this Receive connectar.

¥ Anorymous users

[T Exchange users

[T Exchange servers

[T Legacy Exchange Servers
[~ Fartners

QK I Cancel Apply Help

Keep in mind:  Restart the Exchange services!
Otherwise the settings will not be adopted.
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¢ ) Receiving e-mails via POP3

For receiving e-mails via POP3a additional POP-connector of a third party developer must be
used for the Microsoft Exchange Server 2007.

Example for an existing user account:

User name: John.Doe

PaSSWOI‘d: FRXXEEXR¥¥
POP3 server: pop3.provider.com
Port: 110

The user accounts of the POP-connector must be readjusted as follows:

User name: John.Doe (as before)

Password: FEERXXXRXX (S before)
POP3 server: 192.168.1.2
Port: 7110

Keep in mind:  Restart the Exchange respectively the POP-Connector services!
Otherwise the settings will not be adopted.
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4.) G DATA MailSecurity configuration

a) Tab ,Incoming (SMTP)”

Process incoming email

Port 25 (IPv4, All IP addresses)

Forwarding

[] Uze DNS to send email
Forward email to this SMTP server:
15216812

Options (=S
| Vinug scan I Scan parameters I Queue | Advanced
Incoming (SMTF) | Outgoing (SMTF} | Incoming (POP3}
Received

Port: 8025

Sender IP:

Standard LAMN adapter -

Protection prior to relaying

Only accept incoming email from the following domains or addresses:

domain.com
domain.infa
domain.org

Add
Change

Delete

[ Expaort ... ][Ac_:ti'u'e Directur_',.r...]

| oK

J[ Cancel |[ fepy || Hep |

Keep in mind:
POP3.

“Incoming (SMTP)" should be deactivated, if e-mails will only be received via

10
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b) Tab ,Outgoing (SMTP)”

Options
Virus scan | Scan parameters | Cueue | Advanced
Incoming (SMTF) | Outgoing (SMTF) | Inceming (POP3)

Receipt

Process outgoing email
Port 7025 {IPv4, All IP addresses)

|P addressessubnets for computers that send outgoing email:

127.0.01 - Edit.
15216812 ;]
Forwarding

[] Use DNS to send email

Forward email to this SMTP server:

smtp provider.com Port: 25

Sender IP: Standard LAMN adapter

| oKk || cancel ||

foply || Hep

11
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c) Tab ,Incoming (POP3)”

Options ==

Wirus scan I Scan parameters I Gueue | Advanced |
Incoming (SMTF) |  Outgoing (SMTP) | Incoming (POP3)

Enquiries
Process POP3 enquires

Port 7110 {IPv4, Al IP addresses)

Prevent email program timeout

Collection
Collect email from this POP3 server:

pop 3 provider.com Port: 110

Sender IP: Standard LAM adapter -

Fitter
Replacement text when emails E]

OK || cancel || fpply || Hebp

Querying several POP3 servers

If several different POP3 servers are to be queried, no POP3 server should be entered in
MailSecurity under "Incoming (POP3)". Server transmission is via the user name of the POP3
account. Here the provider's POP3 server has to be entered before the user names and

nu

separated using ":".

Example of an user account:
User name: pop3.provider.com:John.Doe

Password: **%%% (as before)
POP3 server: 192.168.1.2
Port: 7110
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